CHAPTER 8

Lncipherment Using Modern
Llock Ciphers

(Solution to Practice Sct)

Review Questions

1. Modemn block ciphers encrypt and decrypt small blocks. DES uses a block size of
8 bytes (characters) and AES uses a block size of 16 bytes (characters). In real life,
we need to encrypt or decrypt larger units of data. For example, a one-page docu
ment is normally more than 1000 characters. Mode of operations are designed to
allow us to repeatedly use a modern block cipher for encryption and decryption.

2. We discussed electronic codebook (ECB), cipher block chaining (CBC), cipher
feedback (CFB). output feedback (OFB). and counter (CTR) modes.

3. In the electronic codebook (ECB) mode, the plaintext is divided into Ablocks.
Each block is # bits. The same key i1s used to encrypt and decrypt each block.

O  Advantages This mode has two obvious advantages. First, it is simple. Sec
ond, transmission error is not propagated from one block to the other.

4 Disadvantages This mode has some securnity problems. First, patterns at the
block level are preserved. Second, block independency creates opportunities
for Eve to substitutes some cipher blocks with some cipher blocks of her own.

4. In the cipher block chaining (CBC) mode, each plaintext block is exclusive-ored
with the previous ciphertext block before being encrypted. A phony block called

the initial vector (IV) is used to serve as C ;. The same key is used to encrypt and
decrypt each block.

O Advantages This mode has one obvious advantage. Each ciphertext block
depends on previous ciphertext blocks. Patterns at the block level are not pre
servered. Eve cannot reorder the ciphertext blocks.

O Dissdvantages This mode has some security problems. First, if two mes
sages are equal, their encipherment is the same if they use the same IV . Sec
ond, Eve can add some ciphertext blocks at the end of the message. The mode
also has some error-propagation problem: a single bit error in one cipherntext

block may creates errors in the corresponding plaintext block and the next
plaintext block.



3. In the cipher feedback (CFB) mode, the size ol the plaintext or ciphertext block is
. where ~< m The idea 15 o use DES or AES, not for encrypting the plaintext or
decrypting the ciphertext, but to encrypt or decrypt the contents ol a shill register,
S, ol size #. Data encryption is done by exclusive-oring an  »~bit plaintext block
with #bits of the shilt regisier. Data decryption is done by exclusive-oring an #bit
ciphertext block with #bits of the shilt register. For each block. the shilt register 8,
is made by shilting the shifli register § . j(previous shilt register) rbits 1o the lelt
and filling the rightmost #bits with C .

O Advaniages One advantage of CFB is that no padding is required because the
size of the blocks, # is normally chosen to [t the data unit to be encrypled.
Another advantage is that the system does not have o wail until it has
received a large block of data before siarting the encryption.

O Disadvantages.One disadvantage of CFB is that it is less elficient than CBC
or ECB, because it needs 1o apply the encryption lunction of underlying block
cipher lor each small block of size » Another disadvantage is that Eve can add
some ciphertext block to the end ol the stream.

6. The output leedback (OFB) mode is very similar to CFB mode, with one differ-
ence: each bit in the ciphertext is independent of the previous bil or bits. This
avoids error propagation. I an error occurs in transmission, il does not alfect the
bits that follow. Like CFB, both the sender and the receiver use the encryption
algorithm.

O Advantages One advantage of OFB is that no padding is required because
the size ol the blocks, 7 is normally chosen to it the data unit o be encrypled.
Another advantage is that the system does not have o wail until it has
received a large block of data before starting the encryption.

O Disadvantages.One disadvantage of OFB is that it is less elTicient than CBC
or ECB, because it needs to apply the encryption lunction ol underlying block
cipher lor each small block of size » Another disadvantage is that Eve can add
some ciphertext block to the end ol the stream.



7.

10.

In the counter (CTR) mode, there is no feedback. The pseudorandomness in the
key stream is achieved using a counter. An  #bit counter is initialized to a pre-
determined value (IV) and incremented based on a predefined rule (mod 2 #). To
provide a better randommness, the increment value can depend on the block number
to be incremented. The plaintext and ciphertext block have the same block size as

the underlying cipher (e.g.. DEA or AES). Plaintext blocks of size # are encrypted
to create ciphertext blocks of size 2

O Advantages One advantage of CTR is that it can be used to create random

access file as long as the value of the counter 15 related to the record number in
the file.

O Disadvantages.One disadvantage of CTR 1s that the size of block 1s the same

as the size of the underlying cipher (DES or AES). Encryption or decryption
needs to be done #-bit at a time; the process needs to wait until # bit of data is

accumulated.
First Group:ECB and CBC Second Group:CFB. OFB, and CTR
First Group:ECB and CBC Second Group:CFB. OFB. and CTR
First Group:ECB and CBC Second Group:CFB. OFB, and CTR

11. RC4 uses a state of bytes for key generation. Each key in the key stream 1s a per-

12.

13.

mutation of a key state. A5/1 uses the result of three LFSRs to create a key bit. We
can say that key generation in RC4 15 byte-onented, but the key generation in A5/1
is bit-oriented. The other main difference 1s encryption and decryption. RC4

encrypts and decrypts a character at a time; A5/1 encrypts and decrypts a frame at
a ume.

The size of data in RC4 is normally 8 bits; data 1s normally encrypted or decrypted
a byte at a time. The size of data in A5/1 15 228 bits; data 1s encrypted or decrypted
a frame at a time.

ECB can be used for parallel processing because each block is encrypted or
decrypted independently.



14.

ECB can be used for encipherment of blocks in a random-access file because the
encryption and decryption of each block 1s independent from the rest of the blocks.

Exercises

15.

16.

In CFB mode, the key generator for block  7uses C . . the ciphertext created in
block (7 — 1). According to our definition in Chapter 5. this i1s a  #memvywechronoms
streant cipzer. In OFB mode, the key generator for block  Fuses part of the key
from the previous block., but it is independent from the plaintext and ciphertext in
the previous block. According to our definition in Chapter 3, this 1s a svwesronons
SEFEAN CIPREr

In CFB, ciphertext is transmitted in blocks of #bits. A single bit error in a cipher-
text block affects the corresponding bit plaintext block. However, the corruption
does not stop here. The corrupted ciphertext block in the receiver site enters the
shift register and corrupts the subsequent plaintext blocks until it falls off the shift
register. In general, a single bit error in ciphertext, may corrupt ( 2/ 7+ 1) blocks of
the plaintext. To see the relations. assume the underlying cipher is DES ( 7 = 64)
and encryption/decryption 1s done a byte at a time ( »= 8). Imagine the second bit
in ciphertext block 5 15 corrupted during transmission. When this block 1s
decrypted. only the second bit in plaintext block 5 is in error. However, this cipher-
text block enters the shift register and remains in there until the next 8 blocks



17.

18.

19.

21.

arrives. This results in the possible corruption of all bits in the next 8 plaintext
blocks. In other words, 9 blocks may have been corrupted.

In ECB. each block is decrypted independently. However, since the decryption is
done a block at a time (DES or AES). the corrupted bit 17 in ciphertext block 8
may affect all » bits in plaintext block 8.

In CBC. if bits 17 and 18 in ciphertext block 9 are corrupted. all w bits in plaintext
block 9 may be corrupted (decryption is one block at a time). However, bits 17 and
18 in ciphertext block 9 are also exclusive-ored with bits 17 and 18 of the next
block (block 10). Therefore, s + 2 bits may be corrupted; 4 bits in block 9 and 2
bits in block 10. None of the bits of other blocks (block 11 ) are affected. The
system recovers itself after block 11.

As discussed in the solution to Exercise 16, a corrupted ciphertext block in CFB
affects the corresponding plaintext block and the following z/ -plaintext blocks. If

we assume n = 64, the following plaintext blocks may be corrupted: block 11 (bits
3 to 6) and block 12 to 19 (all bits).

In CRT mode, there is no feedback. If ciphertext blocks 3 and 4 are corrupted, only
plaintext blocks 3 and 4 will be corrupted.

In OFB mode. the feedback is only in the key-generation system. If ciphertext
block 11 1s corrupted, only plaintext block 11 may be corrupted.

. In CFB mode, it is obvious that if £ used at the Bob's site is the same as £, used at

the Alice’s site, then (P )’ created by Bob is the same as P sent by Alice (assuming
no corruption in transmission):

P)Y=(CYy®+(,=P,@ 4@ 4 =P,80=P;

However, we also need to prove that £, used by Alice and Bob are also the same. If
there is no corruption in transmission and the IV's used by Alice and Bob are the
same, then (S )" =S . Now, we can prove

(£) = ExtractLeft  [Eg(S )] = ExtractLeft [Eg(S )] = 4,

. In OFB mode. it is obvious that if £, used at the Bob’s site is the same as £, used at
the Alice’s site, then (P )’ created by Bob is the same as P sent by Alice (assuming
no COrruption in transmission):

PY=(CY@4=P,@ 4@ =P,20=P,

The #,used by Bob is definitely the same as ¢:used by Alice if both Alice and Bob

use the same TV s,

. In CRT mode, it is obvious that if £, used at the Bob’s site is the same as £, used at
the Alice’s site. then (P )’ created by Bob is the same as P sent by Alice (assuming
no corruption in ransmission):

P)=(CY®4=P,@L® 4 =P,@0=P,



The £,used by Bob is definitely the same as £ used by Alice if both Alice and Bob
use the same IV's for the counter.

25. Figure S8.25 shows both the encryption and decryption. It is possible to cancel the
underlying encryption for the first block and exclusive-or the IV directly with P,.
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26. Figure S8.26 shows both the encryption and decryption. It is possible to cancel the
underlying encryption for the first block and exclusive-or the IV directly with Py.
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27. The following shows the process:

X= DK (CN—I} — PN = hﬂdﬂ!(X}
Y = CN | Iﬂ.il”_m,{X) — PN_[ = DK{Y}

28. Figure S8.28 shows the diagram for encryption and decryption.
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29. The following shows the process:
U=Dg(Cy_y) X=Uga [CylPad, (0] — Py =head (X)
Y =DK [Cy | tail _, (X)] = Py 1=Cy®Y
30. Figure 58.30 shows the diagram for encryption and decryption.
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31. CFB. OFB, and CRT are stream ciphers, in which the size of the block 1s usually
fixed (one character). There is no need for padding. This means there 1s no need
for cipher stealing technigue.

32. In this case, the error propagation is the same as the case where the CTS technique
1s not used except for the last two blocks. If C , | is corrupted. it corrupts both P,
jand P . If C 18 corrupted, it corrupts only P . .

33. In this case, the error propagation is the same as the case where the CTS technigque
15 not used except for the last two blocks. If C , ; 1s corrupted. 1t corrupts both P,
jand P . If C 18 corrupted, it corrupts only P, .

34. Figure 58.34 shows the BC mode.
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35. Figure S8.35 shows the PCBC mode. In PCBC an error in a ciphertext block cor-
rupts all plaintext block that follows. This mode was used in Kerberos (See Chap-

ter 15) to create both encryption and integrity of blocks. If a block was corrupted,
all previous blocks were discarded.

36. Figure S8.36 shows the CBCC mode. In CBCC an error in a plaintext block cor-
rupts all ciphertext block that follows.
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37. We have wrillen a program based on Algorithm 8.6 ol the textbook. The result is

41 63 2 212 127 55 201 182 51 242 175 82 133 254 180 107 230 32 241 57



38.

41.

This siluation is impossible because

a. I the state must remain the same afler the second step, it is needed that 5]1] has
the same value for each 7= 010 255 (lor example all 0°s, all 1's, all 2°s, )
because only in these cases the permutation in the lfollowing sieps cannot
change the values.

b. Bul the above condition can never happen because, belore the second step, we
have §|0] =0, §]1] =1, .... 8]255] = 255 and the swapping can never make
them the same.

This problem can be solved using the classical third birthday problem that we

review in Appendix E. We have a sample set ol £ values, in which each sample can

lake one of the N values. What 18 the minimum size ol £ such that it is probable

(with probability P 2 1/2) such that at least two samples are the same. The answer

is £=1.18 N"2. In this case N = 21 possible keys, which means £= 1.18 = 264,

According 1o the literature, all of the three characteristic polynomials are irreduc-
ible and the number ol taps are even, s0 the maximum period can be lound using
the formula 2% - 1.

a. For LESE ], we have 2]1; - 1.
b. For LF5SE2, we have 222 - 1.

c. For LFSE3, we have 233 .

a. Majority (1,0, 0) = 0. Therelore, LFSR 7 and LFSR 3 whose clocking bits
matches with the value of the Majority function are clocked.

b. Majority (0, 1, 1) = 1. Therelore, LFSR 5 and LFSR 3 whose clocking biis
matches with the value of the Majority function are clocked.

c. Majority (0, 0, 0) = (. Therefore all three LESR™s are clocked.



d. Majority (1, 1, 1) = 1. Thereflore all three LFSR’s are clocked.

42, Il the three bits in the Majority lunctions are called &, 4 and  respectively, then

Majonty (&, £, ) = (@ AND 5) & (£ AND o) & (¢ AND &)

ECB_Decryption(K. C[1 ___ A])

{
fori/=1tw A
i

Pl « Dy (C[1)

}
returni(P[1 ___ M)

H

44,

CBC_Decryptiond [V, K. C[1 ___ )
i
C[0] IV
fori{/=1to /)
f
temp « Dy (C[])
temp « temp & C[/-1]
i
return (P[] __. M)



45. We use a variable Pre_C 1o hold the previous cipher block. In this way, we do not
have 1o keep an array ol ciphertext blocks.

CFB_Decryption(1V. K. 1)
{
fe 1
while { wiore Slocky o decripr)
{
input (C)
if (/= 1)
STV
else
i
Temp «— shiftlefl -, 5)
5 + concatenate Temp, Pre_C)
I
T « Eg(S)
& « selectLeft(~ T)
P—C& &
output ()
Pre CeC
fe— i+ 1



46. We use a variable Pre_ £ to hold the previous key. In this way. we do not have to
keep an array of £'s.

OFB_Decryption(IV. K. r)
{
/1
while (z0re blocks to decrpr)
{
input (C)
if(/=1)
S 1V
else
{
Temp « shiftleft /. S)
S « concatenate Temp. Pre_4)
}
T < Ex(S)
£ « selectLeft(~ T)
PCO® £
output (P)
Pre £ £
i+

47. We have writlen the decryption algorithm assuming all — A'blocks are ready lor
decryption to match the encryplion alzorithm in the text. However, as described in
the text, the algorithm can be written il ciphertext blocks are ready only one at a

lime.

CTR_Decryption(IV. K. C[1 ___ M)
{
Counter «— IV
for (/=1 to M)
{ -
Counter « (Counter + / — 1) mod 2V
&+ Eg (Counter)
P[4« C[A @ A4
H
retormi(P[1 . M)



shiftLefti - 5[1 ... #])

{
for (/= xdownto »)
S[A « S[7/—7]
for (/=010 »)
S[A«0
return 5
}

concatenate(X[1 ___ »]. Y[l ___ A)
i
fori;=1to#)
X[w— r+ 11« Y[i]
retorm X

selectLeft( - X[ .. )
i
for(/=11tor)
Y [A « XI[i]
retorn Y



